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—. ¥ B#F Subject Learning Objectives (SLOs)

e BV ESR KRR AT SRR R AR E R R T R, AR S PR O AT H

Note: GA and index can be referred from undergraduate program in SSTC website. Please add/reduce lines based on subject.

designs.

Today's internet is arguably the largest engineered system ever created
by humanity, carrying petabytes of data every minute. It is important
for data engineers to understand how data is transferred through the
internet, and the guiding principles and structures of data transportation

This subject provides students with a modern introduction to the
dynamic field of computer networking, including layered network

AR H xR architecture and the TCP/IP protocol suite. Student practical works
Overall Objective include observing network traffic inaction and building their own

network equipment.

and client, to achieve the best data performance.

network applications through socket programming. Students also have
hands-on opportunities to build their own networks using Cisco

By developing problem-solving and design skills in this subject,
students also acquire the ability to select the most appropriate network
services, and design and develop network applications, e.g., web server

1-1

Understand the key architectural principles of the Internet,
namely protocol layering and service models.

Analyse various components of the
1-2 | Applications, Transport, Network, Addressing, and Data Link,

Internet, including

(L Bl EAs: to select the most appropriate network services.

Professional Ability Examine and explain end-to-end packet delivery throughout the

Internet.

1-3 | network system to gain insight into the behaviour of the

Design and implement network applications to provide a

1-4 service, such as web and email.

21 Understand the importance of networking to the national
security and social development.

2.2 Understand the latest development of the computer networking

(2) E Hix: related technologies.
Essential Quality 3 Understand the computer networking related industry in China

and abroad.

2.4 Keep a sense of engineering ability and “Craftsman Spirit”

through the study of this subject

WERF H RS B E SR B2% R Matrix of GA & SLOs

BNV ER GA ¥6h5 & GA Index 2% Hir SLOs

1-3: T EATALEE KA RAT W R e
UKL s E R, ARAEAR

1. TAHIN \ AR ' 1-1~1-4
Fes AT T TR B AR
e
6. LfE5#4 6-1: BEMSIE T AREMAH I iR EEAT 2-1~2-4
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EEL T, PPAEAE R TR SR
2 TRE R AR T A 2 R &
ER Y S A AT

6-2: HEMRATL TRESCEAAN AT ML T
FE [ R OR T SRR A 2 (RS 24
AR DL N AR 5T

=\ FFAZA Content (Topics)

LIRS, AR A RS FTRRE SEBR R TR EAT B ) iR BRI

Note: Filled in both CN and EN, extend or reduce based on the actual numbers of knowledge unit

(1) EBieHEE Lecture

R TR 5 . e
Knowledge Unit No. SLOs Supported
%m,tli_ju%_frf“\ Chapter 1 Introduction
Unit Title
what is the Internet?
HH S | network edge and network core

Knowledge Delivery

delay, loss, throughput in networks

protocol layers, service models, computer networking history

> Hir:
Learning Objectives

T fife: | History of the computer networks
Recognize | ISPs in Australia and China
FHfg: | What’s the Internet: nuts and bolts view
Understand | The concept of protocol layers, service models
The concept of end systems, access networks, links,
24 | packet switching, circuit switching, network structure
Master | delay, loss, throughput in networks, network edge/core
Network performance: delay, loss, throughput

TE=H Hbr
Moral Objectives

Understand the importance of networking to the national security and

social development.

Understand the latest development of the computer networking related

technologies.

Understand the computer networking related industry in China and

abroad (e.g. Australia).

H A
Key Points

Packet switching versus circuit switching, Internet structure
Network performance: delay, loss, throughput

M
Focal Points

Computer Networking Context, overview, feel of networking
why layering in the complex systems

IRAEETE SN
Knowledge Unit No.

SR AR
SLOs Supported

1-1. 1-2, 2-1

yIRANE SRy
Unit Title

Chapter 2 Application Layer
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IR R
Knowledge Delivery

principles of network applications

Web and HTTP

Email, DNS, socket programming with UDP and TCP

2 2] B g
Learning Objectives

T Application architectures: client server vs peer to peer
| Processes communicating, Cookies
Recognize . . .

Typical network apps: email/web/P2P/streaming
Sockets, Addressing processes
Services: data integrity / reliable, timing, throughput

PHfE: | P2P applications

Understand | Video streaming and content distribution networks

principles of network applications
Web and HTTP, electronic mail: SMTP, POP3, IMAP

#42: | Internet transport protocols services

Master | Socket programming with UDP and TCP

=E His
Moral Objectives

Understand the importance of networking to the national security and

social development.

Application architectures: client server vs peer to peer (P2P)

=) )
. HTTP overview, TCP and UDP concept
Key Points . .
Centralized vs. decentralized
HE 55 | What transport service do Apps need?
Focal Points | Socket programming with UDP and TCP
KI5 ] SR H 1 23
Knowledge Unit No. SLOs Supported '
IREANEERTRE A 7
R i_ﬂ:%ﬁ Chapter 3 Transport Layer
Unit Title
transport-layer services, multiplexing and demultiplexing
FMiR 4 | connectionless transport: UDP, principles of reliable data transfer

Knowledge Delivery

connection-oriented transport: TCP, TCP congestion control

principles of congestion control

E SRR
Learning Objectives

.| Transport layer services
TR .
. Principles of congestion control
Recognize .
TCP congestion control
FHA#: | Multiplexing and demultiplexing, Flow control
Understand | Connection management
Connectionless transport: UDP
4= | principles of reliable data transfer
Master | Connection oriented transport: TCP
Segment structure, Reliable data transfer

(ASRERAN
Moral Objectives

Understand the importance of networking to the national security and

social development.

Understand the latest development of the computer networking related

technologies.

O

Transport services and protocols

4/11




Key Points

TCP segment structure, TCP seq. numbers, ACK s

HE 5 | Addressing: Transport vs. network layer
Focal Points | TCP flow control, UDP checksum
HIP TR 5 ) SR FbR: L. 23
Knowledge Unit No. SLOs Supported ’
MR B T 44 FR
R ﬁ_jﬁg_%/ Chapter 4 Network Layer: The Data Plane
Unit Title
Overview of Network layer
Y Y

Knowledge Delivery

What’s inside a router: Router architecture

IP: Internet Protocol

2 2] B g
Learning Objectives

T Overview of Network layer
_% What’s inside a routerIPv6
Recognize .
Two network layer functions
.| Data plane vs control plane
PR .
Network service model
Understand . .
Scheduling mechanisms
a4 42 IP: Internet Protocol: datagram format, fragmentation,
B . .
Master IPv4 addressing, network address, translation
Subnetting networks, CIDR, NAT

TEH Hbr
Moral Objectives

Understand the computer networking related industry in China and
abroad.

Understand the latest development of the computer networking related
technologies.

i 45: | IPv4 addressing, network address, translation, Subnetting networks
Key Points | IP addressing: CIDR, NAT: network address translation
HE £ .
) Network service model
Focal Points
KR TEFE 5 ] S A b s 23
Knowledge Unit No. SLOs Supported ’
FR B ITATFR
. - Chapter 5 Network Layer: The Control Plane
Unit Title
Introduction of routing algorithms
FNiR & | intra-AS routing in the Internet: OSPF
Knowledge Delivery | routing among the ISPs: BGP
ICMP& SNMP
T fite: | Graph abstraction of the network
Recognize | Making routing scalable
Routing algorithm classification
. _ P i " . .
222 Hbx: Understand Traditional routing algorithms
Learning Objectives Routing protocols: Link state distance vector
" Intra AS routing in the Internet: OSPF
HiR: .
Master Routing among the ISPs: BGP
ICMP: The Internet Control Message Protocol
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Network management and SNMP

TEH Hbr
Moral Objectives

Understand the computer networking related industry in China and
abroad.

Keep a sense of engineering ability and “Craftsman Spirit” through the
study of this subject

# /5: | Approaches to network control plane
Key Points | BGP route selection, Path attributes and BGP routes
My | BGP: glue that holds the Internet together
Focal Points | Network management concept
RIHHIE - . SR B 4. 24
Knowledge Unit No. SLOs Supported
%m}lﬁ-jué%-% Chapter 6 The Link Layer and LANs
Unit Title
Introduction of services, error detection, correction
FNiR Az | multiple access protocols

Knowledge Delivery

Switched LANS

a day in the life of a web request

2 2] B g
Learning Objectives

T fi#: | Link layer services
Recognize | LANSs and basic concepts

Multiple access protocols

Fif#: | Random Access MAC protocols
Understand | MAC Address resolution
Switch: frame filtering/forwarding
Ethernet frame structure
#4%: | Error detection, correction
Master | Addressing, ARP, CSMA

Switches and VLANS

TE=H Hbr
Moral Objectives

Keep a sense of engineering ability and “Craftsman Spirit” through the
study of this subject

Understand the latest development of the computer networking related
technologies.

H
Key Points

Multiple access protocols, Ethernet frame structure
Random Access MAC protocols
Self-learning Switching

ME 5
Focal Points

Reliable delivery between adjacent nodes
Adaptors communicating
Switches vs. routers

(2)SEEG$EF Experiments

Ve TR SEBR I BURAT . SIS SRR AT IR E P |

B Ak, SRR 2 N A

Note: Please add/reduce lines based on subject. The Type contains Verify, Design, and Comprehensive, while the Pattern

contains Required and Elective
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Experiment Title

Fr5 I I H 44 PR | BRI | SRIR
No. Experiment Topic Hours | MPG* Type Pattern
| ga , . et | B
Protocol Comprehensive Analysis Comp Elec
) 82 2 B A S 56 ) 1 it VA i
Application Layer Protocol Experiment Design Elec
YA - “‘ %’(“A VLS N
5 Eiﬁﬂ;ﬁ] LX%‘@i ) . _L&_d_‘l,i M‘ﬁ)’[
Transport Layer Protocol Experiment Design Elec
4 o £ J2 i L S5 ) 1 itk VA i
Network Layer Protocol Experiment Design Elec
M1t Total 8
*MPG: Members per group
S S ETCRERT
KA 5 . SRR
Experiment No. SLOs Supported
REH A 1 fa U B
Members per Group Tutor Ying Guan
LR AR | SRS

Protocol Comprehensive Analysis

S N A
Content

B ML PN, WS 25
Create Network Topology and Observe Network Protocol

o HbR:
Learning Objectives

TR 0 25 i 150 P

Deepen Understanding of Network Protocols

HEFER:

Requirements

1..Preview, clarify the experimental purpose, principle, method and
precautions in operation, so as to avoid and reduce errors.

2.We must take a serious attitude during the experiment.

3.The experimental results must be carefully observed and recorded,
and then scientifically analyzed to draw appropriate conclusions.
4.Complete the experimental report independently and carefully, with
concise language and clear charts.

5. Comply with laboratory rules.

R LIRSE I ERWEE TR v

SISy .
*JZJ, Network Laboratory, School of Computer and Communication
Location . .
Engineering
LI HAEF R % | pe Bl — SR EE T 6
Software/Hardware | Computer. Integrated Experimental Teaching Platform
S T 5 EHEE H b
SR 5 , EERE |
Experiment No. SLOs Supported
REAL R A 1 TR B
Members per Group Tutor Ying Guan
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DREA S
Experiment Title

82 H 2 B A S 6
Application Layer Protocol Experiment

S N 2¥:
Content

WHFL HTTP Bhill. WSS i) DNS
Study HTTP Protocol and Observe DNS in Operation

2 2] B g
Learning Objectives

W FEIsAT B pipsL
Study Running Protocol

TR

Requirements

1..Preview, clarify the experimental purpose, principle, method and
precautions in operation, so as to avoid and reduce errors.

2.We must take a serious attitude during the experiment.

3.The experimental results must be carefully observed and recorded,
and then scientifically analyzed to draw appropriate conclusions.
4.Complete the experimental report independently and carefully, with
concise language and clear charts.

5. Comply with laboratory rules.

THENL SIS TR e W 48 S =

SIS .
K ZJ, Network Laboratory, School of Computer and Communication
Location . .
Engineering
SKIH IR B | po Bl — LSBT A
Software/Hardware | Computer. Integrated Experimental Teaching Platform
ST B 5 SHEHCE AR L2 23
Experiment No. SLOs Supported ’
ST AR ! frF#Um: B
Members per Group Tutor Ying Guan
S A2 . | ISR PR
Experiment Title | Transport Layer Protocol Experiment
SEEG A | TCP i E AR it 72
Content | TCP Connection and Release Process

SRR
Learning Objectives

PRFE TCP #ill
Explore TCP protocol

HEEK:

Requirements

1..Preview, clarify the experimental purpose, principle, method and
precautions in operation, so as to avoid and reduce errors.

2.We must take a serious attitude during the experiment.

3.The experimental results must be carefully observed and recorded,
and then scientifically analyzed to draw appropriate conclusions.
4.Complete the experimental report independently and carefully, with
concise language and clear charts.

5. Comply with laboratory rules.

SIS 37
Location

THEA LS 85 TR 2 e M 2% S =
Network Laboratory, School of Computer and Communication
Engineering
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IR | pe Bl — SR e T B
Software/Hardware | Computer. Integrated Experimental Teaching Platform
SIS . SCHEHCE B 4 24
Experiment No. SLOs Supported
R 1 TR HUm: S
Members per Group Tutor Ying Guan
SEEG AR | LS R SEES

Experiment Title

Network Layer Protocol Experiment

S N 2¥
Content

A& ARP 224, i ZRANHE T ICMP 453
Observe ARP Exchange. Capture and Study ICMP Messages

E SRR
Learning Objectives

Hf# ARP. ICMP ) T{F R 2
Understand the Working Principle of ARP and ICMP

HEAEDR:

Requirements

1..Preview, clarify the experimental purpose, principle, method and
precautions in operation, so as to avoid and reduce errors.

2.We must take a serious attitude during the experiment.

3.The experimental results must be carefully observed and recorded,
and then scientifically analyzed to draw appropriate conclusions.
4.Complete the experimental report independently and carefully, with
concise language and clear charts.

5. Comply with laboratory rules.

THENL 5 (S TR 22 e W 4% S 6 =

“‘;’—\\i f@: - -
=5 ZJ_ Network Laboratory, School of Computer and Communication
Location . .
Engineering
IR | pe Bl — SR AT
Software/Hardware | Computer. Integrated Experimental Teaching Platform

v B2 HE Teaching Schedule

Ve AT SEBR IS DL AT 4L

Note: Please add/reduce lines based on subject.

2215 (i )Hour(Week)
e, w H
22 N%F Teaching Content M | Soke | AN | At
LECT. | EXP. PBL PRAC.
Chapter 1 Introduction 8
Chapter 2 Application Layer 8 4
Chapter 3 Transport Layer ) 2
Chapter 4Network Layer: The Data Plane 8
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Chapter 5 Network Layer: The Control Plane 8 2

Chapter 6 The Link Layer and LANs 8
& 11 Total 48

F. #E¥F53% Teaching Methodology

T AR SRR U IRAT BB DA

Note: Please add/reduce lines or revise content based on subject.

/rJ % Check #2F )71 555 Teaching Methodology & Characters

- WA B TE B R IR A
Multi-media-based lecturing

- SLERRE AR PR HATL. SR EBIMRLS &
Combining theory with industrial practical problems

o WA R SEEHESE
Knowledge delivery with ethic education

0 PBL #(%%: [ BBKEh )40 4127 1 5383
Problem-based learning

0 Hofth b Bl T A SN S
Other: 5.7 8 55 7 L AL N S

75 BRERITEE Assessment

Ve AR SCBR IS LA B s A A

Note: Please add/reduce linesor revise content based on subject.

FIZIA M s A
I} Behavior ) I
Assessment Content T Director o
oy e PRFE S ST L HE (%)
IR Marks | R RRELRC6) 30
Result Type Percentage (%)
. Assessed by attendance check, in-class behavior (10pts per time),
i | . . .
Measures quizzes (10pts per time), activity engagement( =+ 1~5pts per time), etc.
The final score is no more than 100 points, not less than 0 points.
bl S5 Experiment AT B
Assessment Content #EXP Director o
e TR SR St L (%)
a o e sl Marks R E L S (%) 20
Result Type Percentage (%)

1% J770: | Assessed by in-class behavior (20pts per Exp), lab report(5pts per
Measures | Exp). The final score is no more than 100 points, not less than 0 points.

37 SR HR Final AT

pal
Z

g
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Assessment Content Director
B VR AR (%):
ki A4l Marks * i (%) 50
Result Type Percentage (%)
%7 7
BT Assessed by an examination.
Measures
£, %idE#HE) Improvement Mechanism
TR ARSH B LAHCH PR LA R E B A 16 5 2 R T
Note: Matters not covered in this file shall be determined by TAB of SSTC, NEU.
A BENLE] Subject Syllabus Improvement Mechanism
AL () A BT T (4F): A
Check Period (YR) Revise Period (YR)

et £ i

Measures

AR DT AR RIE 0 WA 5 AN A 5557 B AR H LRFE B A B 18
B RN, ooy B B0 TAERIBE A 5 AT B KAt
The subject coordinator shall be responsible for the syllabus discussion
and improvement, and the revised version shall be submitted to deputy
dean (teaching affairs) for reviewing then to executive dean for
approval

FRGPE R BUENLH] Assessment Improvement Mechanism

AW (F):
Check Period (YR)

1 BT A () L
Revise Period (YR)

AC I it

Measures

TRAE A ST RIS IRIE B N IRE B RO LA R S & A, SR
FEHCA TR GV E AT AT B0, T[RRIV E INE

The subject coordinator shall revise the syllabus based on the teaching
content, effect and result distribution while optimize the assessment
measures.
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