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1. Static Value-Flow Analysis Framework for Source Code
https://github.com/SVF-tools/SVF
https://github.com/SVF-tools/Teaching-Software-Analysis
2. Compilers: Principles, Techniques, and Tools Hardcover,
BER https://www.amazon.com.au/Compilers-Alfred-V-Aho/dp/0321486811
T2 R 3. LLVM Compiler
https:/llvm.org/
4. Anders Moller and Michael 1. Schwartzbach, Static Program Analysis,
https://cs.au.dk/~amoeller/spa/spa.pdf
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English Description

This subject is a practical subject designed for computer science and technology major. Software
systems, which are deeply rooted in a wide range of industries and businesses, are so pervasive that
we are often unaware of its presence until software bugs occur. A single bug can cause critical
software failures, resulting in huge social and economic impacts. Despite the increasing attention and
efforts in improving software reliability and security, modern complex systems (e.g. containing
millions of lines of code) are still plagued with bugs. This subject aims to develop automated
software analysis techniques based on an open-source framework to understand and discover
common yet important software bugs and defects in system software. Through this subject, students
will be given opportunity to apply and practice their system programming skills and software
development experience. Particularly, the students will design and develop automated code analysis
tools to understand, discover and detect programming errors to improve software quality. Students
are assessed on the basis of their technical capabilities, understanding of software analysis via
open-source software development, and their communication skills in speaking and writing, their

team-working skills.

b
[\
b=l
=
~J
b=



=. REBW®

1. HHRHFR:

1-1: BB CHAZPIAECENR, B S, H3E, MK, AR RES; BEEE
M5 AGMEHERBMEZE.

1-2: B LLVM Zm 2% FIAHOC AR IR, BRAF IR /Y Scopes. E R C i S ¥ LLVM IR
e, BEAR IR (15 .

1-3: HRIFIRNELS SVF, FRfAMHF SVF 2 0B A LLVM IR A ja) 3R, HEARH SRR TR
J P ) R RN B O

1-4: ] SVF HEZLHEATARRD 1435 s I 4317 o

2. eI B

2-1: IZH R IR FEHL e AR T R A TR )

2-2: N R TARRZEA B R R TF R IFIE TR, @ik JF R TR AT TR 2 'S
e I B YRR

2-3: MRS FIFE AT E, 7EF PSS A,

3. HEE/RFAR:

3-1: BARERF S 5P R RE A, N 24 s TR EE .

3-2: NIREIBLETRE /D0 E M.

3-3: BEMSAAGRAEHDUE, [ Ok A3y it oA i@ AL .

R 1 R BinE B E RN R R

] - . - KBk
bR Ei-t Ayt HwEER (H/M/L)

fEbR R 2-1: bR RS, T
] A0 7 2 T A0 K FL A T 1) 5 B 3 2

-1, 1-2.
RUR A REOSRLFME . FARRIE R H
2. [T fes N . BR B 1-3. 1-4
ﬂ;ﬁfg%i;;ﬁ?g i& TRRRE AR IR E S
SRR I S ek Al 5 2 TR
FIFBL U, ik SR e e
BRAA T AR, D | T e R T
o TR RREAE ., IERTFE, A
LR B o | 210 22,
SRS A LR SRR AT | T M
%, LA, RIS EIE R AT
BT LA

SERR N S5-10 BERERE A B A 2 TS
L R e sy | 2RSSR, SR | 23

ok . IR TR T ARG |
FRT B, ISR TR B | 545 5-3: ALubblxf AL 4T | 21, 2-2.

T SAEA0L, FERe MM LR PR M. | R, B SRS SRR, B, | 2-3. 3-2. H
RTHETAEMMEEHARTA. 3-3

10, V0i: AEAS AL 4 LR

oo e AL P R 10410 B LSS A e 2

i) 5k R AT Bt A AT R X R s

o _ | TREREE S FAT R A AREEATA | 2-34 3-1,

ROIREH, ARSI | st | 22, 33 L
bl AT JEERNE > g N -

R MR R . Rk | o ’

_, SKHUA R IE
[ifE 4. B —E I ERLET, B

b
b=l
=
~J
b=



fig 15 15 AT SR #EAT V@ AT KL

i

M. EEHLANE
(—) ERFE
$£1E: Subject Overview and Introduction to Software Analysis (T4~ Hix 1-1. 1-2. 1-3. 1-4.
3-1. 32, 3-3)
(1] iR
(1) Goal of the Software Studio Subject.

(2) Introduction to Software Analysis.

(3) The Project of This Subject.

(4) Configure Programming Environment.

(2] &3 H¥p:

PHfE: What is Software/Program Analysis.

#32: Configure Programming Environment.
[3] ERA%:

(1) What is Software/Program Analysis.

(2) Configure Programming Environment.
(4] HRAR:

(1) What is Software/Program Analysis.

(2) The Project of This Subject.

% 2 F: C++ Programming Practices CZHEHFEHEFR 1-1. 2-1. 220 23, 3-1. 322, 3-3)
(1] iR

(1) The Characters of Object-Oriented Languages. C++ Classes and Objects.

(2) Containers/Collections.

(3) Pointers for Primitive Types. References for Primitive Types. Parameter Passing Using Pointers

and References.

(4) C++ Inheritance. C++ Function Overriding. C++ Virtual Function and Polymorphism.

(5) C++ Programming Practice and Graph Algorithm.

(2] &3 H¥5:

PHfiE: Object-Oriented Programming, Pointers, Containers, and Classes.

#¥2: Get Yourself Familiar with Integrated Development Environment (IDE). To practice coding
and debugging skills and make necessary preparations for developing a software analysis tool in later
assessments.

[3]1 ERAA:

(1) The Frame of a C++ Program.

(2) The Programming Style and Documentation.

(3) Coding and Debugging Skills.

(4] RAR:

(1) Parameter Passing Using Pointers and References.

(2) C++ Virtual Function and Polymorphism.

# 3 3. LLVM Compiler and Graph Representation of Code ~ (SZ###2% Hbx 1-2. 2-1. 2-2. 2-3.
3-1. 32, 3-3)
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(1] &R A

(1) LLVM Compiler.

(2) LLVM Intermediate Representation (IR).

(3) Graph Representation of Code.

(2] %> Hp:

PHf#: Understand open-source development methodology and to apply compiler fundamentals for
source code analysis.

# J& This task requires the student to start the first iteration of open-source development. The
students will learn and apply their system programming skills in open-source tool implementation.

[3]1 ERAA:
To apply compiler fundamentals for source code analysis.
(4] RAA:
(1) Compiler Fundamentals.
(2) Graph Representation of Code.
% 4 Z: Control-Dependence and Data-Dependence (SZ###22 Hbr 1-31 2-11 2-2. 2-3. 3-1. 3-2,
3-3)
(1] &R A
(1) Control-Dependence: The execution order between two program statements/instructions.
(2) Data-Dependence: The definition-use relationships between variables.
(2] %> Hp:
Pif#: Understand Control-Dependence. Understand Data-Dependence.
#32: Implement a Context-Insensitive ICFG Traversal. Implement Andersen's Pointer Analysis.
[3] ERA%:
Source Code Analysis.
(4] AERAE:
Validating the Quality and Correctness of the Developed Software Analysis Tool.
% 5 F: Taint Analysis CEFEEFAHAR 1440 2-10 222, 2-3, 3-1. 3-2. 3-3)
(1] AR A

(1) Use what we have learned about control- and data-dependence to develop an information flow
checker to validate tainted flows from a source to a sink.

(2) Configuring Sources and Sinks for Taint Analysis.

(2] %> Hp:

PHf#: Detect Information Leakage. Detect Code Vulnerability.

% J&: Aims to reason about the control and data dependence from a source (statement/node) to a
sink (statement/node).

[3] ERA%:

Static Taint Analysis.
(4] AERAE:

Information Flow Tracking Analysis.
[5]1 BERHA:

The goal of ideological and political education is to promote the spirit of scientists, inspire and lead
students to tirelessly strive for a new journey. It also aims to encourage students to learn about and
promote the spirit of scientists during the teaching process. A person without spirit cannot stand firm,
and a country without spirit is not strong. In the wave of the new era, guided by the spirit of scientists,
we shoulder historical responsibilities, explore and innovate, forge ahead, and make greater contributions

to the great rejuvenation of the Chinese nation.
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1. Multimedia-based lecturing.

2. Combining theory with industrial practical problems.

3. Knowledge delivery with ethic education.
4. Project-driven with guidance, materials, examples, and project specifications.

1. The assessment process consists of behavior grades, mid-term grades, final grades and bonus grades.
The result type is marks, and the full marks is 100 points. Behavior grades account for 30%, mid-term
grades account for 32%, and final grades account for 38%. The bonus task is optional and contributes 5
points (The total marks of this subject will be capped at 100).

2. The behavior part documents students' class performance and attendance. No score will be awarded
for absences.

3. The mid-term part will be evaluated by students' quizzes on CC Canvas.

4. The final-term part will be evaluated based on students' coding assignments on CC Canvas..
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The subject coordinator shall be responsible for the syllabus discussion and improvement, and the
revised version shall be submitted to deputy dean (teaching affairs) for reviewing then to executive dean
for approvement.

2. WRERTTARIEREHENA . REZEARCR UL RE MG, MR T IR RGP g 267
BEAT G, IR RS AR VR E M2

The subject coordinator shall revise the syllabus based on the teaching content, effect and result

distribution while optimize the assessment measures.
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