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English Description

Information security is extremely important in today's society, which is related to personal privacy,
corporate interests, national security and even global stability. With the rapid development of
information technology and the widespread application of technologies such as the Internet, the
Internet of Things, cloud computing and big data, information has become an important part for
social operation, and its value is increasingly prominent. Therefore, information security and
preventing information from being illegally obtained, tampered with, leaked or abused has become a
key link in maintaining the normal operation of society and promoting economic development.
Information Security is a elective course for computer-related majors. Its aim is to instill in students
an awareness of information security prevention, equip them with fundamental theories and applied
techniques in information security, such as cryptography, network security protocols, and system
security, and to enable them to apply the relevant techniques and theories they have learned to solve
information security problems they encounter in practical application environments.

The course includes network security situation analysis and legal basis, network security model,
symmetric encryption and asymmetric encryption algorithm, random number and stream cipher,
message authentication, digital signature, key management and distribution, network access control,
wireless security, TLS, IPSec, email security, system security, etc. It aims to introduce the principles
and applications of cryptography and network security, so that students can understand the essence
and prevention strategies of information security.

The course content is based on the three-in-one educational philosophy of "value shaping, knowledge
impartment, and ability cultivation". In this course, we focus on integrating values education,

especially aim to shaping correct cybersecurity values for college students and strengthening

patriotism among the student population.
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