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English Description

Computer networks have become the largest artificial system ever built, carrying massive amounts of
data exchange every minute. For students dedicated to the field of information technology and data
engineering, it is particularly crucial to deeply understand the transmission mechanisms of data within
networks, as well as the guiding principles and architectural layouts of data transmission.

This subject is committed to laying a solid foundation for students in both the theory and practice of
computer networks. It comprehensively covers the basic concepts, development history, architecture,
and core protocols of computer networks, delving into key technologies such as data communication
principles, network topology, IP addressing, and subnet division. Through systematic learning,
students will master the skills of configuring and managing network hardware devices, gain insights
into the operating mechanisms of local area networks, wide area networks, and the Internet, and learn
to use network tools for network system simulation and optimization. Additionally, the subject
incorporates elements of ideological education, engineering ethics, and information security, aiming
to cultivate students' craftsmanship spirit, guide them to connect their personal growth with industry
and societal development, and enhance their awareness of information security.

This subject emphasizes the deep integration of theory and practice, as well as industry connections.
It has designed a series of rich experimental projects and assignments to enable students to experience
the entire process of network configuration and management, thereby effectively enhancing their
ability to solve practical problems and laying a solid foundation for further advanced studies in
computer network subjects and long-term career development. Through the systematic training of this
subject, students will further refine their problem-solving and design innovation skills, understand the
development trends of computer networks in China and globally, learn to configure and select the most
appropriate network architectures, and lay the groundwork for subsequent computer network

architecture configuration and application development.
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1. Z1R BAx:

1-1. EREITFEPLNSFIEAM S . RIEIRE. R R &A% 0.

Master the basic concepts, development history, architecture, and core protocols of computer
networks.
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Gain a deep understanding of key technologies such as data communication principles, network
topology, IP addressing, and subnet division.

1-3. PGB TN L bR B IS ENLEE, 7R 2 e b B 5 e Bk R R S

Know the operating mechanisms of local area networks, wide area networks, and the Internet.
Understand the development trends of computer networks in China and globally.

2. RES1 B 1R:

2-1. A& &R E 5 EE R

Acquire skills in configuring and managing network hardware devices.

2-2. AEfgIE % TR T M2 R 501 7 504K

Be able to use network tools for network system simulation and optimization.

2-3. ERPEIEE RGN, SRR SR 1] Y e

Learn to configure the appropriate network, enhancing the ability to solve practical problems.

3. BHE/EF B

3-1. WS LIT KGR, JEERSERAE, FIRMEE (5. Bia s Inm.

Cultivate a craftsmanship spirit, fostering qualities of continuous improvement, honesty,
trustworthiness, diligence, and hard work.
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Connect personal growth with industry and societal development and possess social responsibility.

3-3. mUERE ZeRTR, EEAPD AL 42,

Strengthen awareness of information security and prioritize the protection of personal data.
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% 1 & Introduction BB ER 1-1. 120 2-1. 2-2, 3-1. 3-2)
(1] SR A

1-1 Basic concepts and definitions of computer networks.

1-2 Development history of computer networks.
1-3 Classification and application of computer networks.
1-4 Importance and impact of computer networks.
(2] %> Hp:
2-1 Understand the basic concepts and definitions of computer networks.
2-2 Master the development history and important milestones of computer networks.
2-3 Know the classification of computer networks and their applications in different fields.
2-4 Recognize the importance of computer networks in modern society.
[3] ERA%:
3-1 Definition and core functions of computer networks.
3-2 Development history of computer networks, especially the development of the Internet.
3-3 Classification of computer networks, including local area networks, wide area networks,
metropolitan area networks, etc.
(4] RAA:
4-1 Understand the working principles and key technologies of computer networks.
4-2 Distinguish the characteristics and applicable scopes of different types of computer networks.
4-3 The impact of computer networks on social economy, culture, education, and other aspects.
(5] BBES:
5-1 The application of the "Internet +" strategy in China's economic development, showcasing how
computer networks drive innovated workforce as well as industrial upgrading and transformation.
5-2 The popularization of remote education and online office work during the epidemic period,
reflecting the role of computer networks in social emergency response.
5-3 Cases of network security and personal information protection, discussing the ethical and legal
responsibilities in the use of computer networks.

% 2 & Application Layer CZHEREZBES 1-2. 1-3. 2-2, 3-1. 3-2)
(1] &R A
1-1 Basic concepts and functions of the application layer.
1-2 Protocols of the application layer, including HTTP, FTP, DNS, SMTP, POP3, IMAP, etc.
1-3 Working principles and application scenarios of application layer protocols.
(2] %3 Hip:

2-1 Understand the role and position of the application layer in the computer network architecture.
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2-2 Master the principles and applications of application layer protocols, such as HTTP, FTP, DNS,
etc.
2-3 Know the security issues and performance optimization of application layer protocols.
[3]1 ERAA:
3-1 Concepts including its functions and position in the network architecture.
3-2 Principles of application layer protocols, such as HTTP, FTP, DNS, etc.
3-3 Security issues of application layer protocols, such as security risks of HTTP.
3-4 Performance optimization of the application layer, such as the caching & congestion control.
(4] AERAE:
4-1 Understand the working principles and interaction processes of application layer protocols.
4-2 Analyze the security issues of application layer protocols and propose corresponding solutions.
(5] BBES:
5-1 Cases of DNS protocol security, discussing the responsibilities and challenges of application layer
technology in protecting the security of user network access.
5-2 Cases of application layer performance optimization in 5G applications, such as CDN technology.
5-3 Applications and challenges of application layer in promoting the development of the society,
such as mobile Internet, IoT, and other fields.

% 3 & Physical Layer CZHEEHPR 1-3. 2-2. 2-3. 3-2. 3-3)
(1] %R
1-1 Basic concepts and functions of the physical layer.
1-2 Transmission media of the physical layer, including wired and wireless.
1-3 Interfaces and standards of the physical layer, such as RS-232, USB, etc.
1-4 Signal encoding and modulation techniques of the physical layer.
(2] %3 Hip:
2-1 Understand the role of the physical layer in the computer network architecture.
2-2 Master the transmission media of the physical layer and their characteristics.
2-3 Know the interface standards and applications of the physical layer.
2-4 Know the basic principles of signal encoding & modulation techniques of the physical layer.
[3]1 ERAA:
3-1 Basic concepts of the physical layer, including its functions and importance.
3-2 Applications of wired transmission media, such as twisted pair, coaxial cable, optical fiber, etc.
3-3 Principles of wireless transmission technologies, including radio, infrared rays, microwaves, etc.
3-4 Common interface standards of the physical layer and their applications in actual devices.
(4] AERAE:
4-1 Understand the principles of signal encoding and modulation techniques of the physical layer.
4-2 Transmission characteristics and applicable scenarios of different transmission media.
4-3 Know the development trends and future technologies of physical layer interface standards.
[5] BBEH:
5-1 Application of wireless networks in the popularization of education in remote areas, reflecting
the role of physical layer technology in promoting social equity and development.
5-2 Cases of physical layer security and privacy protection, discussing the responsibilities and
challenges of physical layer technology in protecting user data security.

5-3 Innovations and applications of physical layer technology on the Internet of Things.
%% 4 & Transport Layer CZEWAER 1-2. 2-2. 2-3. 3-2. 3-3)
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(1] &R A
1-1 Basic concepts and functions of the transport layer.
1-2 Protocols of the transport layer, including TCP and UDP.
1-3 Connection management including connection establishment, maintenance, and termination.
1-4 Flow control, congestion control, and error control mechanisms of the transport layer.
(2] %> Hp:
2-1 Understand the role and position of the transport layer in the computer network architecture.
2-2 Master the working principles and application scenarios of TCP and UDP protocols.
2-3 Know the connection management process of the transport layer and its importance.
2-4 Master the flow control, congestion control, and error control mechanisms of the transport layer.
[3] ERA%:
3-1 Concepts of the transport layer, including its functions and position in the network architecture.
3-2 Principles of TCP, including connection management, data transmission, and reliability.
3-3 Characteristics and applications of UDP, such as real-time video transmission, DNS, etc.
3-4 Implementation and effects of flow, congestion, and error control mechanisms.
(4] RAA:
4-1 Understand the TCP three-way handshake and four-way waveoff processes.
4-2 Analyze the principles of flow control and congestion control mechanisms of the TCP protocol.
4-3 Explore the application and optimization of transport layer protocols in actual environments.
(5] BBES:
5-1 The development of the TCP/IP, showcasing the importance in the modern Internet.
5-2 Application cases of the UDP protocol in real-time communication.
5-3 Innovations and applications of transport layer technology in cloud computing and big data

environments, emphasizing its role in promoting the development of an information-based society.

% 5% Network Layer (Z#EREEBF 1-1. 1-2. 1-3, 3-2, 3-3)
(1] &R A
1-1 Basic concepts and functions of the network layer.
1-2 Protocols of the network layer, including IP, ARP, ICMP, etc.
1-3 Routing algorithms and forwarding mechanisms.
1-4 IPv4 and IPv6 protocols and their transition technologies.
(2] %> Hp:
2-1 Understand the role and position of the network layer in the computer network architecture.
2-2 Master principles and applications of the IP protocol, including IP addresses, subnetting, etc.
2-3 Know the basic principles of routing algorithms and forwarding mechanisms.
2-4 Know the differences between IPv4 and IPv6 protocols, transition technologies and new features.
[3] ERA%:
3-1 Basic concepts of the network layer, including its functions and position in the network
architecture.
3-2 Principles of the IP, including IP datagrams format, addressing, fragmentation and reassembly,
etc.
3-3 Classification and comparison of routing algorithms, such as static routing, dynamic routing, etc.
3-4 New features of the [Pv6 protocol, such as a larger address space, built-in security, etc.
(4] RAA:
4-1 Understand IP protocol addressing methods, including subnetting, CIDR, etc.

4-2 Analyze the working principles, advantages, and disadvantages of routing algorithms.
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4-3 Explore transition technologies and deployment strategies for IPv4 and IPvo6.
5-1 Cases of routing algorithms in optimizing network performance and resource utilization.

5-2 Cases of IPv6 protocol security features and challenges of network layer technology.

% 6 & Link Layer CGZ#HFEREHMR 1-3. 2-2, 2-3, 3-1, 3-2)
(1] &R A
1-1 Basic concepts and functions of the link layer.
1-2 Protocols of the link layer, including frame structure, frame synchronization, error control, etc.
1-3 Common link layer technologies, such as Ethernet, flow control, medium access control, etc.
(2] %> Hip:
2-1 Understand the role and position of the link layer in the computer network architecture.
2-2 Master the basic principles and implementation methods.
2-3 Know the common link layer technologies and their characteristics.
[3] ERA%:
3-1 Concepts including its position in the network architecture, functions.
3-2 Principles including frame structure, frame synchronization, and error control mechanisms.
3-3 Common link layer technologies, their characteristics, and application scenarios.
(4] AERAE:
4-1 Understand the frame synchronization and error control in link layer protocols.
4-2 Analyze characteristics and application of different link layer technologies to make choices.
4-3 Know about the flow control and medium access control, which involve complex algorithms.
[5]1 BB(EH:
5-1 The widespread application of Ethernet technology demonstrates the important role of link layer
technologies in promoting the development of an information-based society.
5-2 By analyzing error control mechanisms in link layer protocols, discuss the importance of ensuring
data accuracy and reliability in network communication.

(=) SEIR#sE

The experimental teaching of this subject focuses on computer network protocols. As a collection of
rules, standards, and conventions followed for data exchange in computer networks, network protocols
hold great significance for learning and mastering computer networks. The experimental teaching of this
subject aims to guide students in exploring the implementation process, principles, and engineering
technical problems solved by computer network communication through advanced experimental
environments and diversified network protocols for computer network experiments. The experimental
teaching is centered around four core experimental projects: protocol comprehensive analysis, application
layer protocol experiments, transport layer protocol experiments, and network layer protocol experiments.
Adopting a teaching mode that emphasizes student autonomy in operation and is supplemented by
academic guidance from teachers, we fully leverage abundant network experimental environments and
advanced tool resources to deeply tap into students' academic potential, lay a solid foundation for their
network operation skills, and comprehensively enhance their integrated practical abilities.

The project title and class hour allocation related information are shown in Table 2.

K2 SRFEEEER

o Sk | B4
5 LRI B B AR st | A

SERRE

JR

b
~J
b=l
=
N
=
=



1 Protocol Comprehensive Analysis 4 1 CRetE Wil
2 Application Layer Protocol Experiment 2 1 o eein VA
3 Transport Layer Protocol Experiment 2 1 peein VA
4 Network Layer Protocol Experiment 4 1 LretE Wl

SEEOTEH —: Protocol Comprehensive Analysis (GZ#REHAF 1-1. 2-1. 3-1)
(1] ERWAE:
1-1 Build a small Internet to simulate the typical Web service process of the Internet.
1-2 Further understand the working principle and protocol process of the Internet, and improve their
ability to apply comprehensive knowledge and analyze it.
(2] k% HHI:
2-1 Create network topology and observe network protocol, deepen understanding of protocols.
2-2 Understand how various protocols work together to complete Internet information services.
(3] H¥EEKR:
3-1 Preview, clarify the purpose, principle, method and precautions in operation to reduce errors.
3-2 Take a serious attitude during the experiment.
3-3 Results must be carefully observed & recorded, and then scientifically analyzed to draw
conclusions.
3-4 Complete the experimental report independently & carefully, with concise language and clear
charts.
3-5 Comply with laboratory rules.
[4] X757
Computer Experiment, Cisco Packet Tracer software.
[5] £ 5%
Network Laboratory, School of Computer and Communication Engineering, Computer.
[6] BEZEH:
Application examples of computer networks in daily life, business, education, scientific research, and
other fields.

SEEGTIH —:  Application Layer Protocol Experiment (GZIRFEH AR 1-2. 1-3. 2-2, 3-2)
(1] SERAA:
1-1 Study HTTP Protocol and Observe DNS in Operation.
(2] LK HE:
2-1 Understand the role and position of the application layer in the computer network architecture.
2-2 Master the principles and applications of application layer protocols, such as HTTP, FTP, DNS,
etc.
2-3 Understand the security issues and performance optimization of application layer protocols.
[3] #HEEXR:
3-1 Preview, clarify the purpose, principle, method and precautions in operation, so as to reduce errors.
3-2 We must take a serious attitude during the experiment.
3-3 Results must be carefully observed & recorded, and then scientifically analyzed to draw
conclusions.
3-4 Complete the experimental report independently & carefully, with concise language and clear
charts.
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3-5 Comply with laboratory rules.
(4] SERT5K:

Computer Experiment, Cisco Packet Tracer software.
[5] SERGHERE

Network Laboratory, School of Computer and Communication Engineering, Computer.
[6] BEZEH:

Application examples of networks protocols in cyber security.

SEIIE =: Transport Layer Protocol Experiment (GZI#(¥HAR 1-2. 2-2. 2-3. 3-2)
(1] ERWAE:

1-1 Complete the experiment on the TCP protocol to verify the connection-oriented transmission
protocol and the three communication phases it includes: connection establishment, data transmission, and
connection release.

(2] k% HHI:

2-1 Understand the role and position of the transport layer in the computer network architecture.

2-2 Master the working principles and application scenarios of TCP protocols.

2-3 Understand the connection management process of the transport layer and its importance.

2-4 Principles of flow control, congestion control, and error control mechanisms of the transport layer.

(3] H¥EEKR:
3-1 Preview, clarify the purpose, principle, method and precautions in operation to reduce errors.
3-2 We must take a serious attitude during the experiment.
3-3 Results must be carefully observed & recorded, and then scientifically analyzed to draw
conclusions.
3-4 Complete the experimental report independently & carefully, with concise language and clear
charts.
3-5 Comply with laboratory rules.
[4] X757

Computer Experiment, Cisco Packet Tracer software.
[5] £ 554

Network Laboratory, School of Computer and Communication Engineering, Computer.
[6] BEZEH:

Cases of computer networks promoting cultural exchanges and international cooperation,
emphasizing their role in building a community with a shared future for mankind.

SEEOTIEDY:  Network Layer Protocol Experiment (Z3E# 2 H R 2-3. 3-3)
(1] ERWAE:
1-1 Observe ARP Exchange. Capture and Study ICMP Messages.
(2] sERHH:
2-1 Understand the role and position of the network layer in the computer network architecture.
2-2 Master principles and applications of the IP protocol, including IP addresses, subnetting, etc.
2-3 Understand the working principle of ARP and ICMP.
(3] H¥EEKR:
3-1 Preview, clarify the purpose, principle, method and precautions in operation to reduce errors.
3-2 We must take a serious attitude during the experiment.
3-3 Results must be carefully observed & recorded, and then scientifically analyzed to draw
conclusions.
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3-4 Complete the experimental report independently & carefully, with concise language and clear
charts.
3-5 Comply with laboratory rules.
[4] X757
Computer Experiment, Cisco Packet Tracer software.
[5] sERGHh 5%
Network Laboratory, School of Computer and Communication Engineering, Computer.
[6] EBEH:

Meanings of technology information in IT by protocols of the Network Layer.

I RSN SE

This subject is primarily based on classroom teaching, supplemented by experimental teaching and
abundant online learning resources. The classroom teaching content revolves around the fundamental
concepts, theories, principles, and practical operations of computer networks, with a deep exploration of
core knowledge points such as network architecture and network protocols. Adhering to the fundamental
task of cultivating students with virtue and talent, the subject aims to nurture socialist builders and
successors who are comprehensively developed in terms of morality, intelligence, physique, aesthetics,
and labor. Starting from the basic principles of computer networks, the subject frames its core around the
application of computer network technology in modern information society, as well as the categorization
of computer network protocols and layers. During the teaching process, offline classrooms, online teaching
resources, and ideological and political cases are fully utilized. Through the imparting of theoretical
knowledge, experimental and practical operations, and the guidance of values, the subject aims to foster
students' patriotism and the concept of strengthening the country, consolidate their foundational
knowledge of computer networks, enhance practical skills and innovative thinking, and help students
establish correct outlooks on life, the world, and values.

The class hour allocation related information is shown in Table 3.
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F1E Introduction 8 0 0 0 0
2 E Application Layer 8 6 0 0 0
3 Physical Layer 8 0 0 0 0
4 Transport Layer 8 2 0 0 0
S E Network Layer 8 4 0 0 0
6w Link Layer 8 0 0 0 0
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1. Combine theory with practice: First explain the basic principles of computer networks, and then
allow students to configure network devices through experimental classes and troubleshooting.

2. Case analysis method: Select actual failure cases, guide students to analyze the causes of the
problems, discuss solutions, and cultivate their ability to solve practical problems.

3. Interactive T&L: Engage students through question-asking and group discussions, utilizing both
online platforms and offline classes to promote a comprehensive understanding of the subject matter.

4. Incorporate ideological elements, allow students to keep up with industry trends, care about social
needs and people's needs, and broaden their disciplinary horizons.

5. Introduce global resources: Import materials to helps students access international advancements

in network technology, fostering a global mindset of the latest developments in the industry.

This subject is assessed based on the concept of comprehensive monitoring. The subject assessment
includes three components: regular performance, experiments, and the final examination. Each score is
rounded to the nearest integer, recorded in the educational administration system, and the final transcript
is exported. Matters not covered here shall be subject to the regulations of the school's academic affairs
office and the agreements reached by the teaching team and the college's teaching guidance committee.

Specific requirements and grading methods are as follows:

1.Regular Performance: Accounts for 30% of the total score. With a full score of 100 points, grades
are given based on students' classroom concentration, Assignment completion, and additional classroom
performance. Assignment is graded according to completion, and academic misconduct such as plagiarism
or similarities without proper citation may result in deductions or no points. Teachers give additional
performance points of -5 to +5 points per instance based on students' participation in classroom interactions,
which are directly included in the regular performance score. If the adjusted regular performance score
exceeds 100 points, it is recorded as 100 points; if it is below 0 points, it is recorded as 0 points. Students
who are absent without reason for 1/3 or more of the classes will be disqualified from the examination
according to the relevant school regulations.

2.Experiments: Accounts for 20% of the total score. With a full score of 100 points, the assessment
includes two parts: grades are given based on experimental classroom performance and experiment reports.
See the subject's experimental performance assessment and evaluation methods for details.

3. Final Examination: Accounts for 50% of the total score. The assessment is conducted through a

written (or computer-based) examination, with a full score of 100 points.

I\ P SReEEuE

Subject evaluation and continuous improvement mechanism:

1. Syllabus

Cycle: 4 years, Revision Cycle: 4 years.

Improvement Measures: The subject leader organizes all teachers in the subject team to discuss and
propose improvement suggestions, which are then reviewed by the director of the teaching and research
section and approved by the academic dean.

2. Grade Evaluation and Assessment

Cycle: 1 academic year, Evaluation Basis: Comprehensive analysis of students' final grades.

Improvement Measures: Adjust and optimize the subject content accordingly based on the
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distribution of students' final grades and improve teaching methods.
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